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PARAMOUNT PICTURES CORPORATION and
TWENTIETH CENTURY FOX FILM CORPORA 3 C V . 7 3 1 6
! o
Plaintiffs, |
- agarost - , '
TRITTON TECHNOLOGIES, INC.; |
- WORLD REACHL.L.C.;
' QOYLL.C.; and PROTO VENTURES, INC.,
Defendants.
—X

MEMORANDUM OF LAW IN SUPPORT OF PLAINTIFFS’ MOTION e
FOR PRELIMINARY INJUNCTION oy

This case is brought under the “anti-trefficking” provisions of the Digitél' o 2

Millenniumn Copyright Act (‘DMCA™), 17 U.S.C. § 1201 et seq. 'There provisions auﬂziéﬁze:é:;
-

injunctive relief and damages against those who waffic in “any technology, product, service, > -
- device, coraponent, or part thereof” designed to circumvent certain types of protections that
copyright owners pmploy w protect their digital works from piracy. 17 U.S.C. § 1201(a)(2),
B |

Sceveral vears ago. after considerable analysis, Judge Eaplan entered an
- injunction, affirmed by the TInited States Cou;t of Appeals for the Second C'ir;:uit, against

| persans who were trafficking in software designed to circumvent the Coment Seramble System



(“‘CSS™) that the motion picture stdios e to px_:\"c':nt plmy of films distdbuted on DVD. See
Universal City Studios, Inc. v. Reimerdes, 82 F. Supp. 2d 211 (S.D.N.Y. 2000) (oxdering
prelimimary injanction): Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d 254
(S.D.N.Y. 2000) (ordexing pernmanent injunction); Universal City Seudios, Inc. v. Corley, 273
E.3d 429 (24 Cir. 2001) (affirming permanent injunction), More recently, Yudge Pauley entered
' preliminary injunctions againgt several defendan:“.s who, notwithstanding the Iégx‘mgrdes case,
continued r traffic in software designed 1o ﬁrcumvem CSS. See Paramount Pictires Corp. v. |
Internet Enterprises, ine., No. 03 CV 3493, 2003 WL 21517839, *1 (S.D.N.Y. June 24, 2003);
Paramoun Pictures Corp. v. Interner Pnterprises, Inc., No. 03 CV 3493 (WHP), 6/20/03
Heerine Tr. (attached 88 Exh. 1).
This case involyes the same igsues. Plaintiffs Paramount Pictures Corporstion
and Twentieth Century Fox Film Corparation are two motion picture studios that use C33 10
restrict access to, and prevent copying of, ﬁopyd ghied motion pictores distributed in the DVD
_ format. The defendants named in this case, liks the defendants in the Reimerdes and Internet
Enterprises litigation, traffic in compater software designed to circumvent CSS~~conduct for
which there is no defense, as Judge Xeplan, Judge Pauley, and the Second Ciré\}it have
previously found. |
For the reasons sct forth below, t:he Court should snter the requested preliminary
injunction pursuantro 17 US.C. § 1203(b)(1) and Rude 65 of the Federal Rules of Civil
Procedure.
STATEMENT OF FACTS
The following facts 2stablish the basis for the preliminery injunction requestsd in

Plaintiffs’ motion! |



_ 1. Plaintiffs are among the world's leading motion picture studios and
. distributars of filmed entertainment. Throngh 2 variety of media, including theatrical release,

pay-per-view, and DVDs, Plaintiffs distribute motion pictures and other worksinwhichitheyy

sowthiecapyiishii or otherwise possess exclugive xights. The widespread use of DWVDs by
motion picture industry bogan in the late 1990s. See Decl, of Robert Schumarn at] 9; see alse
Reimerdes, 111 F. Supp. 24 et 309-10.

2. A DVD (“digital versatile disc") is a di gitai storage niedium. a plastic disc
five inches in diameter that is capable of storing a full-length motion picture. In addition to their
compact gizs, DVDs also offer significant audio and visual ﬁdvamagea over videooasseties or
other analog media, as they provide supericr andio and visual fidelity and are less subject 1o
deterioration over time. Howevar, the DVD is also a tempting target for would-be copyright

_ piratés-because the very nature of the digital format means that the works contained ot DVDs
can be ¢opied from generstion to generation without degradation. Once copied, the content of
these DVDe can be bumned onto an unlimited nuxmber of writable DVDs ot CD-Rs, and/or readily

distributed over the Internét, virtually instantancousty and to millions of people. This problem is
not mexely hypothetical. prmlnmm file~copying services, scores of d.iglm} qopit;s of

_ fileas are avaflabie free for download.: .S;ee Schumann Decl. at J{ 7-10, 26. '

3. . Before procesding with plans to release their copyrighted works in the
DVD formay, 2 number of copyright owners including Plaintiffs adopted the CSS copy- and
access~contyol technology de&igned to protrct digital content froem copyright infringement. CS3
is comprised of an integrared system of access “Jocks,” encryption technology, and hicensing

provisions that protect the contents of a DV from vnauthorized access-—ihat js, accesg other



than by 2 licansed DVD player—as wei; as from copying. Reimerdes, 111 E. Supp. 2d st 305-
10. As Judge Kaplan explained:

CSS . .. i an access conrol and copy prevention system for DVDs

developed by the motion pisture companies, including plaintiffs. B

is an encryption-based gystem that requires the use of appropriately

configured hardware such as a DVD player or a computer DVD

drive 1o decrypt, unscramble and play back, but not copy, mation

pictures on DVDs. The technology nescssaty o configure DVD

players and drives to play CSS-protecied DVDs has been licensed

to hundreds of manufacturers in the Upjted Stetes and around the

world.
Reimerdes, 111 F, Supp. 2d at 308 (footnotes ornitted). (A more detailed description of how
O5S functions is et forth In paragraphs 11-22 of the Declaration of Mr. Schumann, whosa
expert testimony on this sohject matter was accepted by Judge Kaplan in the Reimerdes
litization.)

4. In 1999, the computer “hacker” community began distributing oer the
Interner a software: atili'ty known a8 “DeCSS.” which allowed a uset to decrypt and defaat the
access- and copy-control provided by CSS md thereby copy, manipulate, or transfer the contant
of DVDs. In Yapuary 2000, a number of copyright owners, including Plaintiffs, initiated the

Reimerdes tigation referenced sbove, with Judge Kapian evenmally finding, after a full

 evidentiary hearing, that “[tjhere:is no sefious question thak defendsnts’ posting of DeCSS:

- yiclates the DMCH.” Reimerdes, 111 F. Supp. 2d at 304. Relying heavily on “Judge Kaplan's

extramaly Wneid opinion,” Corley, 273 F.3d at 435, the Second Cicuit affirmed. Id. at 460.
5. Upon entering a permanent injunction, Judge Kaplan stated:

[The Likelihood is that this decision will zerve notice on others
that “the strong right arm of equity” may be brought to bear against
them absent 3 change in their conduct and thus contribute to a
climate of appropriate xespect for inmtellectual property rights in an
age in which the excitcment of ready access io untold quantities of



information has blurred in some minds the fact that taking what is”
> prot:yours andmot-frecly-offerad to you is-stealing, -

Refmerdes, 114 F. Supp. 2d at 344-45.
6.  -Notwithetandingthe clear “notice™ supplied by Judge Kaplan-and-the -
“Second Circuit that it s legal o Gstribute DeCSSHDefondants separsoly and subseqoently
- began dian:jbuﬁng software'that s functionally identical to De@é‘S. in thar it perraits users 10..
iroumvent CSS 2 maks gopie of e maton pieures comained on DVD, includin copis ha
-an be distibuted over the Internet and by other means. ‘Howaever, unlike the defendants in
Reimerdes—at least one of wliom pronounced that he was engaged in “alectronic civil
? disobodicnse,” Réimerdes, 111 F. Supp. 2d at 303, 312—Defendants in this oase are
%dmﬁﬁr’c!any exploiting this ool of piracy by actively mixiating it 4t prices fanging from-
78499710 26999,
| 7. The defendants against whom this injunctive relief is sought operate as
Tollows: |
a. : Defendant Tritton TQQMOIOgles,hcﬁjmmﬁaﬂumﬁpmwdes, and -
~ through its agents, ‘t'ifﬁ&smmepubh@dzmbuws émd: uthm:ﬁiéé
Qfﬂfﬁcs i G B York a.nd elsewhcm) the. DVD—copjung softwsre
: product “DVD CopyWare » See Brosnan Decl. at 7. ‘This software
produet, or a part thereof, perferms a function 1demxcalto that
| pesformed by the De(;SS software A deseription of the manmer in
which this software cizrcumvents CSS is provided in the Schumann
Declaration at g 51-56. |
b. Defendam QOJ L.L.C offers to the public, provides, and otherwise

traffics in (in New York and elsewhere) the DVD-copying softwans



product “Copies Anything.” See Brosnan Decl. at 4 8. This software
product, or parts thegeof, parformus a function idemtical to that
performed by the DeCSS software. A description of the maaner in
which this software circumvents CSS is provided in the Schumann
Declaration atq 38.

¢. Defandant World Reach L.L.C. offers to the public, provides, and
otherwise traffics tn (in New York and elsewhere) the DVD-topying
software products that it refers to as “Copy DVD 8.0,” “Copy
DVDCD,” “DVD X 6ne," and “DVD Fast Copy.” See Bmsnan
Dec). at 1§ 3-6. Warld Reach previously offered to the pubtic,
4pro\'ided, and rrafficked in the DVD-copying software product
“Replicant.” Each of these aoftware products, or parts thereof,
pexform a function identical to that pexformea by thé DeCSS
software. A description of the manner in which this software
circumvents CSS is provided in the Schumann Declaration ot 4§ 39-

50.

ARGUMENT
The DMCA provides that “[a]nj',' person injured by a violation of section 1201 ...
may bring a civil action in an appropriate United States Court,” which “may grant temporary and
permanent injunctions on such ferms as it deems reasonable 1 prevent or restrain 2 violation
..+ 17 US.C. § 1203(2), (bX1). In order to obtain a preliminary injunction in this jurisdiction,

“the movant must show () irgeparable harm, and (b) either (1) & likelihood of suéccss on the



ments, or (2} sufﬁciently 5€1I0us guestions goinglto the merits to make them. fair grounds for
litigation aud 2 balance of the hardships tipping decided!y in its favor.” Reimerdes, 82 F. Supp.
24 at 215 (internal quotation omit&d); see glso Motorpla Credir Corp, v. Uzan, 322 .34 130,
135 (2d Ciz. 2003),
As in Reimerdes and Internsr Enterprises, this standard is met hére. Jndeed, 2
preliminary injunction is even more appropriate in this casc than it was in those cases, as these
- defendants are engagiig in the satn conda, but for profit end it prior Motice ofis Hegality:
The requested preliminary injunction therefore sl}ould issue without delay.
I.. PLAINTIFY¥S ARE LIKELY TO PREVAIL ON THE MERITS,
The Complaint alleges that Defendants have each violated two independent
j provisions of the DMCA, kKnown ag the “anti-olxcumvention” provisions: (1) the acoess-
protection provisions of section 1201¢a)(2); and (2) the copy-protection provisions of section
120)(b)(1). As enplained below, Defendants’ liability cannot seriously be questioned.
Section 1201(a)(2) of the DMCA. provides that:
No ﬁemn shall manufacture, import, offer to the public, provide,
or otherwise traffic in any technology, product, service, device,
componént, o1 part thereof, that:
(A)is Mly designed or produced for the purpese of

circumventing a technological measure that effectively controls
access to a work protected nnder thiy title;

(B) has only limited comme:ciall;lr significent puspose or uss other
than to cixcumvent a technological measure that effectively
controls access to a work protected under this title; or

(C) is marketed by that person o another acting in ooncert with
that person with that person's knowledge for use in circumventing
a technological meagure that effectively controls sceess to 2 work
pratected under this ritle,

17 US.C. § 1201{2)(2),



Section 1201(b) provides thas:

No person shall manufacture, lmport, offer to the public, provide,
or otherwise traffic in any tschnology, produet, service, device,
component, or part thereof, that: '

(&) is primarily designed or prodiced for the purpose of
circurnventing protection afforded by a technological measure that
effectively protests 2 right of a copyright owner vnder this title in a
work or 2 portion thereof;

(B) has only Limited commercially significant purpose or use other
than to circuavent protection afforded by 2 technological meagure

that effecti vely protects a right of a copyright owner under this title
i 8 work or a portion thercof, or

(C) s marketed by that pevson or another seting in concert with
that pexson with that person’s knowledge for use in circumventing
protection afforded by a technolegica) measure that effactively
protects a tight of a copyright owner under this title in a work ora
portion thereof.
17 USLC. § 1201X1).
While both of these provisions of section 1201 prohibit the trafficking in
circuravention technology, they serve distinet purposes: “the foous of subsection 1201(a)(2) is
circurnvention of technologies designed o prevent access to a work, and the focus of subsection
- 1201(b)(1) is eircumvention of technologies designed to permit gecesy to a work but prevent
copying of the work or soms other act that infringes a copyright.” Corley, 273 B.3d at 441
{emphasis in nﬁginalj, Construed together, these provisions reflect & recognition by Conpress -
that technological safeguards exiployed by copyright owners can niever alone adequately protect "
-, Crestive ,wqtks agsinst a diffuse ziobal .ns:t;nrork of Internet-Jinked Individuals whe 'aeék“tb traffic .:
“in and profit illega]ly from the creative works' of dthersi As the Second Circuit explained in
Corlay:

Fearful that she case with which pirates could copy and distribute 2
copyrightable work in digital form was sverwhelming the capacity



of conventional copytight enforcement to find and enjoin

onlawfully copizd material, Congress sought to combat copyright

piracy in its earlier stages, before the work wag even copied. The

DMCA therefore backed with legal sanctions the efforts of

copyright owners to protect their works from piracy behind digital

walls such as encryption codes or password protscticns. In so

doing, Congress targeted not ouly those pirstes who would

circumveng these digital walls (the “gnii~circumvention

provisions,” contained in 17 U.8.C. § 1201(a)(1)). but also amyone

who would irgffic in a technology primarily designed to

circumvent & digital wgll (the “anti-trafficking provisions,”

contained in 17 US.C. § 1201{aX(2), ®}L)).

Corley. 273 F.3d at 435 (first emphasis added),!

Defendants® conduct ar {zsue in this case is cssentially identical to what this Conrt
and the Second Circuit have held violates these provisions of the DMCA. Sge Corley, 273 F.3d
at 444; Reimerdes, 111 F. Supp. 2d at 318-19. The analysis of the issue is staightforward.

~ First, as was established by in the Internes Emerprises and Reimerdes litigation,
“the CSS wtilized by the Plaintiffs is a “teohnological mersure™ that both “effectively controls
access to a work protected uader™ Title 17, as required by section 1201(&)(2}, and “effectively
protects a right of a copyright owner” under Title 17, as required by section 1201(b). Reimerdes,
111 F. Supp. 2d ar 308, 316 n.133, 319, Imernet Enrerprises, Inc., 6/20(03. Heating Tr. at 4
{“C8SS is a technological measure that effectively controls aceess to plaintiffs’ copyrighted
movies because it requires the application of information or & process with the authority of the
copyright ¢-vner to gain acevss.””). “(IJtis perfectly clear that CSS is a technological measure

that effectively controls access to plaintiffs’ copyrighted movies ..," Reimerdes, 82 F. Supp. 2d

! See aiso Reimerdes, 82 F. Supp. 24 at 221: “In enacting the DMCA, Congress found that the
restriction of technologies for the circumvention of technological means of protecting
copyrighted works facilitate]s] the robust development and werld-wide expansion of electronic
commerce, commmumications, research, development, and education by mak{ing] digital networks
safe places to disseminate and cxploit copyrighted materials.” Id. (intermal quorations amitted).



at 216; see also Corley, 273F3dat 436-37; Reimerdes, 111 F, Supp. 2d ar 318; Sch.u!nanﬁ Decl.
ar gy 13-22.

Second, each of Defendanty’ software products is a “technology™ within the

meaning of the stature. See Reimerdes, 111 F. Siipp. 2d ar 317 (“[A] computer program . . .
unquestionably is “technology’ within the meaning of the statute.”).
| Third, as established in the statement of facts set forth zhove, it is plain that the

éoftwm distribueed by Defendants (or, at the very least, some “part thereof”) (1) is *primatily

dcs:gned or produced for the purpose of circumventing” CSS. (2yhas lmme.d :f Y, cmmemal,,,

mgmﬁicmc& bcyond cmmnwmmg ACSS, dnd (3) is marketed by Deferdants for use in
circumventirg CSS-—any of which is sufficient to render Defendants liable under the DMCA.
(As the plain langtnage Iof the statute makes clear, “[tThese thfee fests are disjunctive. A product
that meets only one of the three independent bases for lishility is still prahibited.”

| RealNerworks, Inc. v. Streambosx, Inc., 2000 WL 127311, at *7 (W.D, Wash. Jan. 18,

&.8., DVD CopyWare, DVD Fast Copy, and DVD Wizard Pro—the entire purpose these
software products serve, and ave marketed as §8LVing, is to copy the content on DVDs, That
ﬁm‘pose cannot be accomplished without in some manner circomventing the protections of CSS,
which was designed to prevent precisely such access and copying. See Schomann Decl., at §§ 37,
38, 43, 49, 55. Reimerder, 111 F. Supp, 2d at 319 (“{TThe only purposs or us;e of DeCSS 5 to
ﬁmumven: CS8S...™); The uea Defondants’ customéa make of the software—indeed, whether
they use it at all—is in‘élevam 10 the question of Defendants’ liability. The stamte is a
piophylactic measure, which forbids the dismribution of circumyention software regardless of the

reason for the circumvention. See Reimerdes, 111 F. Supp. 2d at 319; United Statss v, Eicom



Lr4., 203 F. Supp. 24 1111, 1124 (N.D. Cal. 2002), Because Defendants’ products are designed
and marketed solely for that purpose, they violare secticns 1201(a) and 1201(b)(2) of the
DMCA." See Insernet Enterprises, 6/20/03 Hearing Ty. at 7 (finding thas “there are thyee

independent bases for the defendants’ liability undex both provisions of the DMCA™).
IL FACE PARAB Y.

Where 2 plaintiff demonstrates a likelibood of a succeeding on a claim under

§ 1201, courts will presume the plaintiff will suffer frreparable injury absent an injunction.

| Reimerdes, 82 F. Supp. 2d at 215 (“just as in the case of direct copyright infringement, the extent
of the harmg plaintiffs will suffer as 4 result of defendanty’ 2lleged activities capnot readily be
measured, suggesting that the injury truly would be irreparable™). “Where a plaintiff
demonsrats a likelihood of success on the :erits of a copyright infringement claim or under
Section 1201 of the DMCA. irreparable hamm is presumed,” See Internet Enterprises, 6/20/03
Hearing Tr. at 7-8. See aiso Lexmark Iné’), Inc. v, Static Conzrol Components, Inc., 2003 U.S.
Dist. LEXIS 3734, at *75 (ED. Ky, Feb. 27, 2003) (“a plaimiff that demonstrates a likelihood of
success on the mznts of its cluim for violation of the anti-trafficking provisions of the DMCA is
entitled to a presumption of irreparable injury™). | |

Judge Kaplan's observations upon entering the permanent injunction in

" Reimerdas make plain that the presumption of harm arising from the ﬁWm of DVD-

copying software is well founded- |

[T1he availability of DeCS$ on the Intemmet effectively has
compromised plaintiffs’ system of ¢copyright protection for DVDs,

A,

cagmt e
) ey

2 Y0 the Rez nendes litigation, the defendants argued, 2s affizmative defenses to liability, that the
DMCA’s*i:mu-c:rcumvenuon * provisions violated the First A.mendmant, the CopynightC Clause

: “and tbe fair use docmne of ccpyngm Jaw; Tach-of these shalleviges was held to be withéet "
menit. See' Corley, 273 F.3d at 44560, Courts elsewhere also have rejected the same challenges
10 e DMCA. See Elcom, 203 F. Supp. 2d 1111; RealNetwarks, Inc., 2000 WL 127311,



requiring them either to tolerate increased piracy or 10 cxpand
resources to develop and implement a replacement syster unless
* the availability of DeCS$ is terminated. It ix.dnalogous to the -
publication of a bank vault combination in & national newspaper.
Even if no one uses the combination to open the vault, its mere
publication has the effect of defeating the bank’a secugty system,
forcing the bank w0 reprogiam the lgck: Devejopment aad
implernentation of a new DVD capy protection system, however,
is far more difficult and costly than reprogramming a combination
Tock and may carry witk it the added problem of rendeting the
existing installed base of compliant DVD players obsalete.

¢ Second, the application of DECSS to copy and distdbute. .

tuotion pictures on DVD, both on CD-ROMs andethé Toterniens

threatens to radnce the studios’ revenue from the sale and rental of . -

DVDs. ... | , S

C o In t':ﬁﬁsequenéé, plainﬁfffs already have been gravely

injured. 'AS theipreséure. for'and coripetitionto.supply. more.and

oore users with faster and faster network connections grows, the

Thjry will multiply:
Reimerdes, 111 F. Supp. 24 at 215 (footnowe omitted).

This last obseivation, made rearly thise yeats 820, has been borne out by events, "
g8 unauthorized -9opi§g; of films owned by Plaintiffy and other studios are increasingly available -
‘b the Infernet. See Schurnann Decl. &t 26, ‘With the aid of DVD-copying software like that:
;detribured by Defendants, the “grave(} injur{y]" identified by Judge Kaplan persists. .

CONCLUBION

For the veasons provided above, Plainriffs respectfully request that this Court

issue 8 preliminary injunction pursuans to 17 U.S.C. § 1203 and Rule §5 of the Federal Rules of

Civil Pracedure as set forth in derail in the attached Proposed Order.






